Defense Information Infrastructure 

Common Operating Environment

Security Technical Working Group Minutes

(Held on June 10, 1999)
June 21, 1999

1. The Security Services Technical Working Group (SSTWG) met at Science Applications International Corporation (SAIC), Mclean, VA on 10 June 1999.

2. Administrative: 

a. Captain McLeod, Chair, was unable to attend. He is in the process of permanent change of station. The Department of Defense Intelligence Information System (DODIIS) office is currently searching for a replacement candidate.

b. Attendees are at Appendix A.

3. DII COE Security Software Requirements Specification (SRS)

a. The NSA proposed SRS requirement was discussed (see Appendix B).  The original requirement (crossed-out text in appendix) was a result of the NSA Cryptographic Application Programming Interface (CAPI) presentation made at the March 99 TWG meeting. Current proposal (change 2) was a result of subsequent coordination between NSA and DISA.  There was significant discussion on what constitutes an assured path to Type I security services, i.e., assurance to what level, and how is this requirement tested. Alternatively, there was mixed reaction to the removal of specific standards from the NSA proposal (as shown in the original proposal), given that other areas of the SRS have standards referenced.  It was suggested that the NSA proposal be changed to include functionality required and to cite a standard as an example of the required functionality.  The NSA representative agreed to table the proposed requirement, modify it to address above issues, and resubmit it via email to P. Batista, for distribution to the working group via the email list.  

b. The Air Force proposed SRS requirement was also discussed (see Appendix B). The Air Force representative suggested replacing "login" with "registration", a term deemed confusing by some members. After significant discussion about the purpose of the new requirement, the Air Force representative agreed to further expand and clarify the requirement.  It will be resubmitted for distribution to the working group via the email list.

3. Tripwire Version 2.x

a. P. Batista discussed high-level differences in functionality between the Purdue University's Unix academic source release (ASR) version 1.3 and the commercial version 2.x (by Tripwire Security Systems, Inc) of Tripwire (see Appendix C). Tripwire is a file integrity assessment (FIA) tool used to identify unauthorized changes to files. The software stores file size data and compares subsequent recalculations to indicate possible file tampering.

b. The group discussed whether the FIA function provided by Tripwire would already be integrated into other commercial suites. 

c. Tripwire version 1.2 is currently segmented in the COE 3.x environment. Dr. Gene Spafford, Purdue University, November 1997 (co-author of Tripwire), indicated that Tripwire 1.2 has no inherent date processes, but instead calls operating systems date functions, therefore the operating system needs to be Y2K compliant.

d. Per Gene Kim, Chief Technology Officer, Tripwire Security Systems (co-author of Tripwire), Tripwire 2.x is now available for NT, Solaris 2.5, and 2.6. Porting the product to Solaris 7 and HP 10.20 is in progress.

e. The issue of sponsoring Tripwire 2.x into the 4.x COE segmentation process was discussed. It was suggested that DISA consider bringing this product as part of an INFOSEC tool suite.

f. The TWG members were asked to research the capabilities of Tripwire 2.x and email technical opinions to form a recommendation to the DII COE Chief Engineer regarding possible segmentation of Tripwire 2.x.

4. Tom Gregg, Mitre, briefed the group on INFOSEC presentations made by LTC Froede and Matt O'brien, SAIC at the DII COE Technical Exchange Meeting held in April 99.

5. Jim Kovach and Larry Jewett, Entrust Technologies, made a presentation on Entrust Public Key Infrastructure (PKI).

6. The next meeting is tentatively scheduled for September 2, 1999.

Appendix A - Attendance
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Appendix B - SRS Proposed Changes

1.  NSA Proposed Change 2
:

3.2.11  Data Confidentiality

3.2.11.1  The COE shall provide an interface to cryptographic application programming interfaces for use by applications to selectively encrypt and decrypt data and files.
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3.2.19  Digital Signatures

3.2.19.1  The COE shall provide the capability to create and verify digital signatures.

3.2.19.2  The digital signatures supported by COE shall meet the following standards:

3.2.19.2.1  The Digital Signature Standard (DSS) as specified in FIPS Publication 186

3.2.19.2.2  Rivest, Shamir,, and Adleman (RSA) public key cryptography system as specified in Public Key Cryptography Standards (PKCS) #1

3.2.19.3  The COE shall provide the capability to generate public/private keys for both the RSA and DSS.

3.2.19.4  The COE shall provide the capability to export private keys in accordance with PKCS#12 


2.  Air Force Proposed Change
:

3.2.1.8  The COE shall provide a single sign-on capability that permits access to resources (e.g., applications and information) in a distributed system for which the user is authorized without the user being required to reauthenticate at each host where the resources reside.

3.2.1.8.1  The COE shall provide the capability to restrict the time period for which a user may be permitted to use single sign-on to access resources to n minutes where n is configurable by a trusted user.


3.2.1.8.1.1  After n minutes the user shall be required to reauthenticate to access remote resources.


3.2.1.8.1.2  The default time period n for which a user may be permitted to use single sign-on shall be 480 minutes.

3.2.1.8.2  The COE shall support single sign-on using hardware tokens (e.g., smart card, FORTEZZA card as an authentication mechanism during the user’s initial login.

3.2.1.8.3  The COE shall support single sign-on using X.509 v3 certificates as an authentication mechanism during the user’s initial login. 

3.2.1.8.4  The COE shall provide the capability to configure user-based access control for use in a single sign-on implementation, where a single user could be granted access to all or a specific subset of available resources.


Appendix C- Tripwire 2.0 Enhancements over Tripwire ASR 1.3

Tripwire 2.0 is the first commercial release of Tripwire. Tripwire engineers have significantly optimized the source code from the Academic Source Release (ASR) versions.  The commercial release of Tripwire has many significant enhancements to the original features and functionality of the ASR version of Tripwire.  These differences include: 

1. Cyrptographically signed Tripwire database, policy and configuration files.

The database, policy and configuration files are essential files for the proper operation of Tripwire.  With Tripwire ASR 1.3 these files were vulnerable to corruption by an intruder and therefore had to be stored on read-only or removable media.  In the commercial release, the policy, configuration and database files are now cryptographically signed.  It is computationally infeasible for unauthorized changes made to these files to go undetected.  This eliminates the need to store these files on read-only or removable media, and facilitates secure, automated execution (via the UNIX cron utility, for example). 

2. Enhanced Policy Language

There have been several enhancements to the policy language.  These enhancements enable a more effective, versatile deployment of Tripwire.

More rules have been defined providing more focused analysis and reducing the incidence of “false positives”.   There are now 13 different attributes and four types of hashes that can be applied to file policies.

Rules (or groups of rules) can be assigned attributes such as rule name, severity level, directory recursion behavior and email reporting addresses. Email reporting provides a means of remotely monitoring automated Tripwire runs, and also enables assignment of responsibility for specific policies.  Severity levels enable the administrator to prioritize policies and optimize computational resource usage. Tripwire can be run in such a way as to test only policies that match a specified severity range, policy rule name or filename.  Reports are organized by policy rule names for greater clarity.  

3. Simplified Installation and Configuration

The Tripwire ASR version 1.3 required extensive modification and configuration to compile and install.  Tripwire version 2.0 installs with a single, simple command.  

There is now a configuration file for storing run-time global Tripwire variables.  Configuring the academic version sometimes required recompilation of the source code.  Now changes to the configuration file can be made using a single command.  Also, a configuration file avoids reliance on easily compromised environmental variables.

4. Email Reporting

Tripwire 2.0 now has the ability to send email reports of policy violations.  This greatly facilitates remote, unattended operation.  It allows system administrators to either centralize or decentralize Tripwire notification across the enterprise.  

5. More Options

Tripwire 2.0 has more command-line options allowing for more customized operations and enterprise deployment schemes. 

6. More tools

Tripwire 2.0 comes with two additional tools for interfacing with the Tripwire data files to handle updating, printing and encryption management.  Also, new schemes have been implemented for more secure updating of policy and database files.  

7. Better Reports

Tripwire 2.0 reports are better organized to give you more focused analysis of Tripwire results.  Report output is organized by rulename and severity levels as assigned in the policy file. 

3.2.11.1.1  The COE shall provide an API for an assured path to Type I Security Services.





The COE shall provide a vendor neutral applications programming interface (API) to establish secure socket level (SSL) connections





The COE shall provide a high-level Cryptographic API capability for session oriented application as defined in the Generic Security Services Application Program Interface (GSS-API), version 2 (RFC-2078)





The COE shall provide a high-level Cryptographic API capability for store and forward applications as defined in the  Independent Data Unit Protection Generic Security Service Application Program Interface (IDUP-GSS-API)





The COE shall provide a low-level Cryptographic API capability as defined in the following specifications: 





Microsoft’s CryptoAPI


Open Group’s Common Data Security Architecture (CDSA)Common Security Services Manager (CSSM) Service Provider Interface (SPI) 


PKCS #11 (i.e., Cryptoki)











	3.2.19.5  The COE shall provide Cryptographic APIs for Digital Signatures using appropriate APIs defined in SRS paragraph 3.2.11.1





3.2.1.8.5  Administration Services (chg to Security?) [The COE] shall provide a single sign on capability to support transparent, distributed login for Web-based users in accordance with the Security SRS [requirements specified in this document].
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� Details crossed out are from the NSA initial proposal presented at the March 99 SS TWG meeting.


� Details crossed out are editorials to the original USAF proposal accepted at this meeting by the Air Force representative


� Information courtesy of Stephanie Fohn, VP Business Development, Tripwire Security Systems sfohn@tripwiresecurity.com
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