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INTRODUCTION AND SCOPE:


The purpose of this handbook is to give structure to the GIG waiver and appeal process.  Because of the number of waivers and their complexity, a formal structure is necessary.  But because of the rapidly changing nature of Information Technology, the process will be reviewed on a periodic basis to ensure that it is current.


The handbook also provides the necessary information to develop the case for the waiver and to properly prepare that case for adjudication by the Panel or Board.


The GIG Waiver and Appeal Process is based on the ASD(C3I) Memorandum, Global Information grid Waiver Charter, July 24, 2002 and on the following references:

a) Program Budget Decision NO 417C, Information Services, December 11, 1998.

b) Senior Civilian Official Memorandum, Global Information Grid, September 22, 1999.

c) Global Information Grid (GIG) Capstone Requirements Document, JROCM 134-01, 30 August 2001

d) Global information Grid (GIG) Architecture (v1.0) Final (U), 23 July 2001.

e) Guidance and Policy Memorandum No. 8-8001 - March31, 2001 – Global Information Grid

f) Guidance and Policy Memorandum No. 7-8170-082400 – GIG Information Management

g) Provisioning via FTS2000 vice Defense Information Systems Network


h)
ASD (C3I) Memorandum 29 Oct 1999, Subj: General Policy Memorandum – Department of Defense (DoD) Use of FTS2001.

i)
DepSecDef Memorandum, DoD Chief Information Officer (CIO) Guidance and Policy Memorandum No. 7-8170-082400 – Global Information Grid Information Management, August 24, 2000.

j)
DepSecDef Memorandum, DoD Chief Information Officer (CIO) Guidance and Policy Memorandum (G&PM) No. 11 – 8450, Department of Defense (DoD) Global Information Grid (GIG) Computing, April 6, 2001.


k)
DoD Directive, 5200.28, Security Requirements for Automated Information Systems (AIS), March 21, 1988.


l)
Department of Defense Chief Information Officer Guidance and Policy Memorandum No. 6-8510 “Department of Defense Global Information Grid Information Assurance,” June 16, 2001.

As stated in the GIG Waiver Charter, the scope of the waiver/appeal process includes networks, cross Component computing, Internet Connectivity, satellite communications, and Information Assurance.


Other references:

m) DoD Directive, 5200.28, Security requirements for Automated Information Systems (AIS), March 21, 1998.

n) Department of Defense Chief Information officer Guidance and Policy Memorandum No 6-8510 “Department of Defense Global Information Grid Information Assurance, “ June 16, 2001.

Chapter 1 - MEETINGS

GIG Waiver Board Meetings

a. The GIG Waiver Board will meet as appropriate to address GIG Waiver Appeals or as requested by the DoD CIO.

GIG Waiver Panel Meetings.

b. The GIG Waiver Panel will meet monthly or as requested by the Panel Chair.

c. Panels meet as requested by the Panel Chair.

d. Meetings will be conducted in accordance with parliamentary procedures and will follow the published agenda under the direction of the meeting Chair.

1. Agendas.

a. Agendas for GIG Waiver panel meetings will be published by the GIG Waiver Panel Secretariat approximately three weeks prior to the meeting

b. Agendas for the GIG Waiver Board meetings will be prepared by the GIG Waiver Panel Secretariat in coordination with the Board members.

c. The GIG Waiver Panel Secretariat will issue a Read-Ahead package to all panel members and the requesting Components’ CIO representatives, at least 5 working days prior to the GIG Waiver Panel meeting.

d. Agendas will normally be unclassified.

2. Minutes.

a. Summary minutes will be recorded for all meetings.  

b. A summary of decisions/actions made at a GIG Waiver Panel Meeting will be presented at the subsequent Panel meeting to ensure accuracy and visibility of decisions.  

3. GIG Waiver/Appeal Record Files.  

The GIG Waiver Panel Chair maintains the Office of Record for designated GIG Waiver/Appeal correspondence/documents. 

Chapter 2 - ADMINISTRATION

4. General.  

a. The GIG Waiver Board 


(1) The intent of the Board is to review only those issues requiring Board-level decisions and/or awareness, as determined by the GIG Waiver Panel chair.  Any decisions or actions directed by the Board will be documented.





(2) The Board will also Review all appeal requests and make appropriate recommendations.  The GIG Waiver Board will only be convened to hear a waiver appeal based on new knowledge not presented at the GIG Waiver Panel.


(3) Be comprised of the ASD(C3I)/DoD CIO (Chair) and Senior Executives from the USD(AT&L), OSD/PA&E, USD(C), and Joint Staff as the Voting Members.  DISA will provide technical assistance and evaluation as a Non-voting Member.  The Component requesting the appeal will be represented by its CIO.


(4)The DoD Chief Information Officer (DoD CIO) shall serve as the GIG waiver approval authority.  In this capacity, the DoD CIO makes the decision on granting waivers and appeals as the Chair of the GIG Waiver Board.



(5) The chair of the GIG Waiver Panel will also serve as the Secretariat of the GIG Waiver Board

b. The GIG Waiver Panel:
(1) Is comprised of representatives from: The DoD CIO (Chair/Secretariat/Voting Member)), Under Secretary of Defense for Acquisition, Technology, and Logistics (USD(AT&L))(Voting Member), Under Secretary of Defense (Comptroller) (USD(C))(Voting Member), OSD Program Analysis and Evaluation (PA&E) (Voting Member), the Joint Staff (Voting Member), and DISA (Non-voting Member).  Component representatives are encouraged to attend.  Representatives of the Component CIO requesting the waiver present the case for their waiver.  An OSD IA Subject Matter Expert (SME) will be invited to participate in all Panel meetings where IA is expected to be a significant topic.  Also, other SMEs may be called on to attend by either Panel members or the requesting Component.  

(2) Hears arguments for and or against the granting of the waiver, including the DISA assessment of the waiver.

(3) Develops the recommendations for presentation to the DoD CIO for formal approval.  (The Waiver Panel chair will prepare the specific wording of the recommendation.)



(4) Reviews the legacy network migration into the DISN for compliance with PBD 417C.

(5) If appropriate, Panel members will make decisions on behalf of their Board members at these meetings and eliminate the need for the briefing to be presented at the Board meeting.  

c. The GIG Waiver Panel Chair shall:

(a) Publish agendas and make arrangements for all GIG Waiver Panel and Board meetings.

(b) Record the proceedings of all GIG Waiver Panel and Board meetings.

(c) Promulgate decisions made by the DoD CIO.


(d) Prepare the specific wording of Panel recommendations for DoD CIO approval.


(e) Review the legacy network migration into the DISN for compliance with PBD 417C.

(f) Maintain the office of record for the GIG Waiver Panel and Board

5. Administrative Duties of Panel Members

a. Panel Chair.  The Chief of the Architecture Division, Architecture and Interoperability Directorate, in ASD (C3I), is the GIG Waiver Panel Chair and Waiver Board Secretariat.
(1) Presides at and conduct GIG Waiver Panel meetings.

(2) Ensures accurate and timely action is taken on all matters under panel cognizance.

(3) Secures an agreed position on Panel actions and reports by consensus.  

(4) Ensures target dates for actions under panel cognizance are updated during each meeting.

(5) Prepares Minutes and agendas for Panel meetings.  Promulgate time and location for upcoming meetings and advise members accordingly.

(6) Tracks all GIG Waiver Panel and Board actions

b. Panel Members.

(1) Attend all Panel meetings or ensure a designated alternate is present.

(2) Provide (at Panel level), their Service/Agency's position on all matters under consideration by the Panel.

c. Technical Advisor: 

The Defense Information Systems Agency (DISA) representatives will be the technical advisors to the GIG Waiver Panel and Board.  In this capacity, DISA will provide analyses and recommendations on waivers and appeals to the Panel and Board.  Their detailed role is described in Chapter Three below.

d. DISN Security Accreditation Working Group (DSAWG):

(1) Performs analysis on all GIG waiver and appeal requests to determine compliance with all appropriate IA policies.

(2) Develops recommendations on the acceptability of the waiver/appeal in meeting IA policy and whether any IA policy waiver should be granted.  Provide the recommendations to DISA as a part of the assessment of the waiver/appeal and to the GIG Waiver Panel Chair.

6. Security Clearance and Access.

a. All Panel members must possess the appropriate clearance for the actions being worked.

Chapter 3- DEVELOPING AND PROCESSING GIG WAIVERS

7. Developing Waiver Requests

a. Initial request for waivers and appeals.  All unclassified waivers (except Internet/NIPRNET waivers) and appeals are formally submitted by the Component’s requesting organization in the format prescribed in APPENDIX A to DISA and the GIG Waiver Panel Chair via e-mail address osdwaiver@ncr.disa.mil, with a copy to the requesting Component’s CIO or his representative.  For classified waivers and appeals, please submit the request to the account of Andrew Hogan at DISA.  His SIPRNET address is: hogana@ncr.disa.smil.mil.  The DISA Point of Contact is Ms. Betty Lewis who can be reached at DSN 381-0215 or commercial 703-882-0215.  The submissions will contain, at a minimum, the following information:  

(1) Component organization, Point of Contact – Name, phone, fax, e-mail, and mailing address.  The requirements for service, technical description of the proposed solution, and cost must be included.

(2) For GIG Network waivers, indicate Requirement/Name/Type of Network or Service (e.g., Number of T-1/3s from Port A to Port B, ABC Net, Secret, ATM network, or XYZ Net, Unclassified MAN).  Provide customer base, contract vehicle, and geographic location(s) served.  Identify principal users served.  

(3) For all other GIG waivers including waivers to DISA’s computing services, satellite communications, and NIPRNET/Internet connectivity and information assurance, provide customer base, contract vehicle, and geographic location(s) served.  Identify principal users served.  For NIPRNET/Internet connectivity waivers, requests will be submitted to the web-based interface at http://cap.nipr.mil.

(4) For all GIG waivers and appeals, provide justification/narrative including general description of the requirement/network or service and the proposed solution.  Also include an explanation (Business Case) as to why DISA’s services cannot be used primarily in terms of meeting mission need, and if applicable, why waivers to IA policy should be granted; and secondarily in term of cost, technical ability, and schedule.  The criteria that will be used to assess the waiver/appeal are contained in APPENDIX B.  For appeals, provide new information from that provided in the initial waiver request that would substantiate the need to approve the appeal.

(5) Waivers and appeals related only to Information Assurance will be submitted and processed in the same manner as any GIG waiver/appeal.  The determining criteria for granting the IA waiver/appeal will be the impact of not complying with IA policies, particularly references m and n. 

(6) A summary of plans to migrate to DISA’s services including DISN, DISA’s computing services, satellite capabilities, and NIPRNET/Internet connectivity is also to be provided.
(7) The GIG Waiver Panel secretariat will place appropriate issues on the Board agenda for presentation to the Board members.

8. Processing of Actions.



a. Assessment of Waiver/Appeal. After receipt of the waiver/appeal request,  DISA assigns a tracking number to the request, enters the submission into the tracking system and prepares an initial message for The GIG Waiver Panel Chair to forward to the requesting Component organization .  This initial response from OSD(C3I) to the user will be via e-mail and will normally be an unformatted message.  In this message the user will be informed of the status of their request (received, under evaluation, or other information as appropriate), the ASD(C3I) POC, and other pertinent information.  This will be accomplished in approximately five working days of receipt of the formal Component request at osdwaiver@ncr.disa.mil.  The GIG Waiver Panel Chair will also keep a record of all waiver and appeal decisions and a status of ongoing waivers/appeals.

b. DISA provides the waiver/appeal request to the DSAWG for assessment.  The DSAWG reviews all requests for waivers/appeals regarding IA compliance and provides its recommendation to DISA for inclusion into the overall recommendations to the GIG Waiver Panel Chair.  For waivers/appeals related to IA only, the DSAWG will provide the recommendation for granting the waiver/appeal.

c. DISA also performs an analysis of the requested waiver and determines whether DISA can support the requirements within its current capabilities.  If the requirements can be met, DISA will recommend that the waiver be provisioned accordingly.  Requirements to be provisioned on FTS 2001 will require a waiver from the DISN via the established waiver process.  The guidelines contained in APPENDIX C must be followed for those requests that involve waiver from the NIPRNET/Internet policy.  For an appeal, DISA determines whether new information contained in the appeal would affect their original recommendation.


d. If current DISA services cannot satisfy the technical, cost, and schedule requirements, DISA will identify the required technical upgrades along with associated cost and schedule to implement.  



e. For either situation described above, DISA will generate a recommendation for disposition of the waiver/appeal request for review by the GIG Waiver Panel Chair, within 15 to 30 working days from receipt of the waiver/appeal from the Component’s requesting organization.  The DISA recommendation will incorporate the assessment by the DSAWG.
f. The GIG Waiver Panel Chair will schedule a GIG Waiver Panel meeting to have the Panel members:

(1) Be briefed by a representative of the submitting Component’s CIO on the waiver request.

(2) Be briefed on the DISA/DSAWG recommendation

(3) Develop the recommendation for waiver disposition based on inputs from the voting members.. 

g. The GIG Waiver Panel Secretariat will issue a Read-Ahead package to all Panel members and the Component’s representative, at least 5 working days prior to the GIG Waiver Panel meeting.

h. The briefing presented by the requesting Component’s CIO representative at the GIG Waiver Panel will be as prescribed in APPENDIX B.  APPENDIX D provides a sample template to be used for the briefing format.

i. The GIG Waiver Panel Chair renders the final wording of the recommendation and presents the recommendation to the DoD CIO for decision.  The waiver requesting Component and its CIO will be notified via email from the GIG Waiver Panel Chair on the recommendation result.  

j. If the requesting Component wishes to make an appeal on a recommendation of waiver disapproval, the process described above will be followed.  The requesting Component will submit any information not previously provided in the initial waiver request to DISA and the DSAWG for assessment.

k. DISA forwards the assessment of the appeal to the GIG Waiver Panel Chair who submits it to the GIG Waiver Board to develop the recommendation to the DoD CIO.  The Component representative at the GIG Waiver Board shall be the Component’s CIO who will brief the appeal request using the format prescribed in APPENDICES B and D.  It should be noted that the GIG Waiver Board would ONLY be convened to hear an appeal to a disapproved waiver request, based on new knowledge not presented at the GIG Waiver Panel.  Waivers will not be brought to the Board.

l. The GIG Waiver Panel Chair (acting as the Secretariat for both the Panel and Board) presents the recommendation to the DoD CIO for final decision on the disposition of the waiver or appeal. 

m. The DoD CIO decision is formalized in a memorandum to the requesting Component and noted by DISA and the GIG Waiver Panel Chair who will enter the decision into their tracking systems.  The GIG Waiver Panel Chair informs the GIG Waiver Panel or Board members of the decision and provides a hard copy of the decision to the requesting Component POC at the next regularly scheduled Panel.  The decision will be e-mailed using a PDF format to the requester.  

n. The DoD CIO Executive Board is updated quarterly at the request of the DoD CIO on the status of the waivers, appeals, and legacy transition to DISN and any issues or initiatives of the GIG Waiver Panel and Board.

o. Estimated total processing time for decisions on waiver/appeal requests may vary due to complexity, completeness of information received, and other factors.  However, the goal is no later than 60 days from formal receipt of the waiver/appeal request.

4. Procedures for Legacy Network Transition to DISN

a. The GIG Waiver Panel receives updates from the Component representatives on a quarterly basis on the status of transitioning their networks to DISN.  



b. Waivers to PBD 417 C are addressed in the same process identified above

Chapter 3 - CORRESPONDENCE PREPARATION

9. Style.

The Appendices provide style, format instructions, and models to illustrate the primary types of correspondence to process GIG Waivers.  

10. Distribution, Safeguarding, and Handling of GIG Waiver Documents.  

All CLASSIFIED correspondence will be handled in accordance with DOD Security Regulations

Chapter 4 – BRIEFINGS

The formal briefing is the primary means by which waivers and appeals are presented to the Panel and Board.  In order to standardize the briefings, a GIG Waiver Briefing Template” is provided in APPENDIX D.  All briefings must use this slide master format.  As a guideline, briefings should be no more than 8 slides (not including back-up slides), and should not contain large graphics or animation (unless required for concept illustration).  Briefings are typically distributed via e-mail and therefore file-size should be kept to a minimum.

APPENDIX A

REQUEST FOR GIG WAIVERS AND APPEALS 

To: DISA GIG POC, (who will forward to the OSD GIG Waiver Panel Chair) at:osdwaiver@ncr.disa.mil 

(I) Requesting Organization:

Point of Contact:





Name:





Phone:





e-mail:





Mailing Address:

(II) Requirements for Service 

Also include customer base, contract vehicle, geographical location served, and principal users served.

(III) Justification for Waiver/Appeal

Provide rationale as to why DISA cannot be used, including deficiencies in meeting mission needs and/or adverse cost, schedule, or performance impacts.  Similar justification should be provided for not using DISA computing services and for not complying with IA policies or any other GIG policies.

(IV) Summary of plans, with schedule, to migrate to DISN/DISA computing services

Include estimated schedule and milestones to complete the migration

APPENDIX B

GIG WAIVER PRESENTATION TEMPLATE

The GIG Waiver process hinges upon the customer proving a case to the GIG Waiver Panel/Board.  Requests start with DISA (for coordination), then the Panel (presentation), then either the Board for appeal (if the waiver is not granted and the customer wishes to appeal the disapproval) and to the C3I for written approval.  There is no requirement for the customer to provide any memorandum - only the briefing to the panel:  The following criteria will be used:  

1. Coordinate with DISA/OSD POC to synchronize presentations:

a. Network issues POC:  Ms Betsy Turner, 703-882- 0801 email turnerb@ncr.disa.mil or Ms Betty Lewis, 703-882-0215 email LewisB@ncr.disa.mil.

b. Computing issues POC: Ms Jeanette Carter, 703-607-6762 or email CarterJ@ncr.disa.mil.

c. ISP issues POC:  Mr Mark O'Hara, 703-882-0133 or email o'haram@ncr.disa.mil.

d. Satellite issues POC:  Mr Rick Bourdon, 703-882-0644 or email bourdonr@ncr.disa.mil.

2 Develop your 30 minute (average time) PowerPoint slide briefing based on this guidance and the waiver criteria (see enclosure 1).  The briefing will cover the points below and will be conducted at the vanilla TS level or below.  WE NEITHER REQUIRE NOR WANT ANYTHING FANCY - USE PLAIN BULLETS - SAVE ELECTRONS AND MAKE PRINTING AND COPYING EASY.  Please bring 15 copies of your presentation in hard copy to the panel/board meeting.  Soft copy of your briefing must be emailed or provided on floppy disk to the GIG Panel/Board Secretariat at least one week in advance.  This will be provided to the voting members and the technical advisors for review so that any questions can be provided to you for further clarification before the actual presentation.  This will facilitates a more efficient meeting.  

You will be required to coordinate your presentation with DISA.

a. Cover slide will contain the Name of Component/Agency, Waiver Request, Date, CIO, and POC.   For example:  OASD Waiver Request for Scoopdapoop Network, November 14, 2001, CIO Mr Johnny Appleseed, DSN 327-0465, email appleseedj@osd.mil.  POC:  Ms Sammy Tentpeg, Deputy CIO, DSN:  327-0466, email tentpegs@osd.mil. 

b. Mission of component/agency and of the network/computing function/satellite support/ISP.  What is it your organization does and how does the requirement support that mission? Does the Organizations Charter or DoD Directive drive a requirement?  What has DISA provided as a DISN solution to meet your requirement and why is it being rejected?  Other questions the panel/board will consider: 

(1) Is the requirement National Security System (NSS), command and control, mission essential?

(2) What operational considerations merit deviation from the DoD DISN/GIG architecture?

(3) Is this a requirement or a solution?

(4) Is the time requirement valid?

c. Architectural congruence - Coordination with DISA is required to ensure DoD Global Information Grid (GIG) architecture compliance.  Provide a communications diagram of current architecture and proposed architectures.  Other questions the panel/board will consider:

(1) Basic architectural diagram

(2) Is this a defined technical requirement?

(3) Is the request duplicative of other existing service?

(4) Does this deviation from DoD architecture preserve interoperability?

(5) Does this deviation from DoD architecture preserve positive control?

(6) Does this deviation from DoD architecture enable network control?

(7) Does this deviation from DoD architecture enable configuration management?

(8) How much time will it take for DISA to migrate the network to DISN?

(9) Using current offerings can DISA provide the services requested?

(10) Will DISA expand current offerings to include the services requested?

d. Business Case/Best Practices - How much will it cost?  Compare apples to apples.  Include all costs.  This must be coordinated with DISA.  Questions the panel/board will consider: (see Waiver Business Case Analysis Template attached)

(1) Is the request funded?

(2) Is there a supporting business case?

(3) If a service network solution is not possible, what is the business case for transport only solution?

(4) What is the total cost to DoD? 

OSD POCs are:


DoD CIO Chair:  COL Sam Lietz, at DSN 327-0466 (commercial 703-607-0466) or email marilynn.lietz@osd.mil.  Please use as primary POC for any panel/board issues.  

Alternate DoD CIO POC is Lt Col Michael Wayson, at DSN 327-5357 (or commercial 703-607-5257) or email michael.wayson@osd.mil

PA&E   Ms Regina Begluitti, at DSN 225-0119 (or commercial at 703-695-0119) or email begluittir@osd.mil

AT&L:  Mr Larry Gwozdz  at DSN 227-7901 (or commercial at 703-697-7910) or email gwozdzl@osd.mil

Comptroller: Mr Jack O'Toole at DSN 224-5789 (or commercial at 703-614-589) or email O'toolej@osd.mil

APPENDIX C

INTERNET CONNECTIVITY WAIVER/APPEAL REQUEST GUIDELINES

1.Purpose. The purpose of these guidelines is to provide detailed guidance for submitting a waiver request from Internet connectivity using the NIPRNET. 

2.Scope. These implementation guidelines are applicable to all DoD, non-DoD, and contractor Internet connections comprising the GIG. 

3. Basic Waiver Request information.  The following information is to be provided to the NIPRNET Web Site: http://cap.nipr.mil.
3.1. Primary POC and Address.  Identify the technical Point of Contact by name, address, phone number (Commercial/DSN), fax, and e-mail.

3.2. Requesting Component.  Identify the service organization, major subordinate command, and theater for the organizational element that exercises local organizational management responsibility for the connection.

3.3. Mission Goal.  State the mission goal(s) of the requesting Component.

3.4. Latency/Bandwidth.  Provide the latency/bandwidth of the Internet connection(s).  This information supports the need for the waiver/appeal.

3.5. Access Type.  Provide information about the type of Internet access.  That is, define the access as direct, dial-in pool, dedicated, dial-out, individual modem, etc.

3.6. Waiver Justification.  State the justification for the waiver/appeal.

3.7. Firewall and Firewall-like Technologies Policy.  Indicate method of compliance with the NIPRNET-Internet Firewall requirements and Minimum Security Standards. 

3.8. Minimum Security Requirements.  These requirements address administrative security, personal security, physical security, and information on the system’s Authority to Operate (ATO) or Interim Authority to Operate (IATO) in accordance with the DoD Information Technology Security Information and Accreditation Process (DITSCAP) or other IA regulation or policy.  Indicate method of compliance with the minimum security requirements for NIPRNET-Internet connectivity. 

3.9. Dial-In Policy.  Indicate method of compliance with the NIPRNET-Internet Modem Dial-In Policy and Minimum Security Standards.

3.10. Identify the ISP of the system with the connection by name.

3.11. Internet Services Used.  Describe the type of Internet services provided and the purposes served by the services received.

3.12. Mission/Cost/Schedule/Performance Impact.  Describe the mission and how it will be impacted if the ISP is removed.  Provide the cost, schedule, and performance impact as well if it is significant.

3.13 Alternate POC.  Identify by name, official title, 10-digit commercial telephone number (and extension if applicable), DSN prefix, fax, and POC E-mail Address.

3.14 Access Point.  Provide geographic location information about access connections and centralized dial-in/dial-out connections.  Include floor, room, building, and street address as applicable.

