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(U) CONNECTION APPROVAL PROCESS (CAP)

To Obtain an Authorization To Connect (ATC)


For Unclassified Video Conferencing on the DVS Network

1. Introduction – DVS is the video transfer portion of the DISN.  It supports global video teleconferencing requirements from CONTROLLED UNCLASSIFIED through COLLATERAL TOP SECRET classification levels.

This document addresses specific connection requirements for DISN Video Services (DVS).  The requirements below must be met to obtain an Authorization To Connect (ATC).

An evaluation of customer documentation is performed to determine if required criteria is met. System testing is required, and database management provides status information on the approval process and customer base.


2. Connection Requirements – 

A. Initial Contact:  Please review the Site Registration Form.  If you have questions, contact Business Development.  Identification and telephone number for your theater are in Section 13, DVS Points of Contact of this document.

B. DVS Registration – All users requesting DISN Video Service must register online at http://disa.dtic.mil/disnvtc - “Becoming A Customer”. 

C. DVS Consent to Monitor / Security & Safeguard Statement – To comply with the DoD Information Technology Security Certification and Accreditation Process (DITSCAP); DOD Directive 8500.1, DOD Instruction 8500.2, and CJCSI 6211.02b; each customer requiring video service connectivity must submit a DVS Consent to Monitor / Security & Safeguard Statement signed by the cognizant Designated Approving Authority (DAA)( to DISA DISN Video Services (GS25).

The DVS Consent to Monitor / Security & Safeguard Statement signed by the DAA acknowledges and consents to the Defense Information Systems Agency (DISA) conducting periodic monitoring of the DISN Video Services network and connected systems. It acknowledges DISA may conduct vulnerability assessments, and acknowledges DISA reserves the right to conduct announced site compliance inspections of terminals, systems and sub-systems connecting to DVS - ensuring security features and safeguards are in place to protect against unauthorized use or access to DVS, and the Defense Information Systems Network (DISN).

The DVS Consent to Monitor / Security & Safeguard Statement also certifies the DAA* has reviewed the local Standard Operating Procedures (SOP) and Configuration Management diagrams for the Video Teleconferencing Facility and has determined they address and meet all security safeguards as outlined in the references listed above, and accurately reflect the video conferencing system design.

It certifies no edge devices, sub-systems or equipment associated with the facility videoconferencing system will compromise the security of the DISN Video Services network; and the video conferencing equipment is utilized For Official Use Only (FOUO).

DVS may require The Consent to Monitoring, Security & Safeguard Statement for Unclassified Video Teleconferencing Facilities to be updated at any time, based on configuration or policy changes; or as directed by the Chief, DISN Video Services.

The DVS Consent to Monitor / Security & Safeguard Statement is valid for a period not to exceed 3 years from signed date.

D. Video Teleconferencing Facility (VTF) Connectivity and Configuration Diagram - This diagram shall identify all components and system connections in the customer VTF.  It must address both direct and backside connections, to include the customer’s MCU connections to other MCUs or VTFs; directly or indirectly.

It must also identify connections to other video, voice, or data networks.  The VTF connectivity diagram must include all associated devices including video equipment, MCUs, line interface units (LIUs), hubs, routers, firewalls, gateways, modems, encryption devices, and backup devices.

E. DD Form 2875 (System Access and Authorization Request) – A DD Form 2875, (http://disa.dtic.mil/disnvtc/DD2875.pdf) is required to access the DVS Registration and Scheduling database. Each DVS registered location shall have a minimum of one (1) person with access to the database to perform user management, facility management, and scheduling requirements. The completed DD Form 2875 must be submitted to the DVS Video Operations Center - located at Scott AFB, Il.

Each individual requiring access to the DVS web based system must submit a DD Form 2875 for login / password privileges, and must be a citizen of the United States.

3. External Connections - A copy of each external connection and/or associated operation agreement affecting the applying VTF must be provided in the form of a Memoranda of Agreement/Understanding (MOA/MOU).  Direct DVS subscribers are responsible for ensuring that all backside connections comply with DVS standards.  Where external connections introduce unacceptable risk to the DVS Network, DISA may withhold connection authority, pending a decision by the DISN Security Accreditation Working Group/Joint Staff (DSAWG/JS).


4. Processing DVS Packages -After all required information has been submitted to the DISN Video Services Division (GS25), each DVS request package will be reviewed, entered into the Video Services database, and forwarded to the DVS Contractor for continued processing.


5. Reporting System Changes - When any significant change is made to a DVS VTF terminal environment, accreditation status, security posture, foreign access, and/or backdoor/backside commendations, the responsible commander must submit appropriate information to the DISN Video Services Division.


6. DVS Termination.  HQ DISA (GS25) reserves the right to deny or discontinue DVS access to any network, system, or terminal demonstrating behavior that increases risk to the DISN infrastructure and/or its subscribers and for non-compliance with the DVS connection requirements.


7. Risk Review - Any DVS connection that introduces unacceptable risk must be reviewed by the DSAWG, which may be contacted via a Service/Department/Agency point of contacts. Combatant Commander may contact the DSAWG via the Joint Staff.

8. User Notification - Commanders responsible for DVS terminals that exhibit unacceptable risk will be notified by the Chief, DISN Video Services.


9. Security Awareness & Training - Security training and awareness programs must be conducted according to guidance applicable to the local support.

10. Security Incident Reporting - Each DVS customer must be capable of detecting unauthorized activity and must have effective procedures for responding to discovered security incidents.  Each DVS VTF must also have procedures for responding to discovered security incidents detected through audit data reviews, to include break-ins at DVS terminals, viruses, Trojan horses, and other attacks, such as flooding and protocol spoofing.  DVS subscribers must also remain current with respect to security patches and updates, in accordance with established Information Assurance Vulnerability Assessment Program that apply to the DISN connection device and must maintain an effective configuration management environment.

11. Site Inspections – Under authority granted by the U.S. Military Communications Electronics Board, HQ DISA (GS25) reserves the right to conduct announced site compliance inspections of DVS terminals.  Responsible commanders will be notified at least two weeks prior to each such inspection. (Also see 2.C)

12. Re-certification & Approval - Re-certification of all VTC systems connected to DVS is required every three years. Re-certification forms and diagrams will be forwarded to the DISN Video Service Division, GS25. 


13. DVS Points of Contact – The following list of positions assigned to the DVS Video Services Division is provided for the convenience of DVS customers:

POSITION
DSN PHONE
CML PHONE
E-MAIL


CONUS (312), PAC (315), EUROPE (314)
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•Business Development
761-1376
703-681-1376
elkinh@ncr.disa.mil
CONUS

•Business Development
(315) 456-0196
808-656-0196
VTCOPSPAC@pac.disa.mil
DISA PAC

•Business Development
(314) 434-5955
49-711-68639-5955
VTCOPSEUR@eur.disa.mil
DISA EUROPE

•U-CAP (ATC-R) Specialist
381-0108
703-882-0108
Brown3S@ncr.dia.mil
•DD Form 2875
779-9910
618-229-9910
voc@scott.disa.mil
•COMSEC
381-3248
703-882-3248
arevalor@ncr.disa.mil
•Account Manager-
761-1346
703-681-1346
miller1g@ncr.disa.mil
Air Force, DISA, & non-DoD

•Account Manager-
n.a.
703-379-8386
cfields@caci.com
Navy, Marines, Europe

•Account Manager-
761-4471
703-681-4471
kremerp@ncr.disa.mil
COCOM

•Account Manager-
761-1368
703-681-1368
leet@ncr.disa.mil
Army, Pacific, & STEP

•Current Operations
381-0112
703-882-0112
rhudyc@ncr.disa.mil
•Chief, DVS
381-0109
703-882-0109
james1j@ncr.disa.mil
•Video Operations Center
779-9910
618-229-9910
VOC@scott.disa.mil
Scott AFB, IL

•VNMC, Dranesville, VA 
533-3000 
1-800-367-8722 

Authority to Connect Request (ATC-R)
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DISN Video Services (DVS) 

Consent to Monitor, Security & Safeguard Statement

 For Unclassified Video Teleconferencing Facilities (VTF) 
March 2004
References:

(A) Defense Information Technology Security Certification and Accreditation Process (DITSCAP) http://mattche.iiie.disa.mil/ditscap/index.html
(B) DoD Directive 8500.1, "Information Assurance (IA)," October 24, 2002 http://www.dtic.mil/whs/directives/corres/html/85001.htm
(C) DoD Instruction 8500.2, "Information Assurance (IA) Implementation," February 6, 2003 http://www.dtic.mil/whs/directives/corres/html/52002.htm
(D) Chairman Joint Chief of Staff Instruction (CJCSI) 6211.02B DISN: Policy, Responsibilities and Processes https://cap.nipr.mil/capweb/help/cjcsi_6211.02b.pdf
(E) DISN Video Services - Connection Approval Process (DVS CAP), dated 02 January 2004


In accordance with references A-E above:

I, the Designated Approval Authority (DAA) for the below named Video Teleconferencing Facility, acknowledge and consent to the Defense Information Systems Agency (DISA) conducting periodic monitoring of the DISN Video Services network and connected systems. I consent to DISA conducting vulnerability assessments, and acknowledge DISA reserves the right to conduct announced site compliance inspections of terminals, systems and sub-systems connecting to DVS - ensuring security features and safeguards are in place to protect against unauthorized use or access to DVS, and the Defense Information Systems Network (DISN).

I have reviewed our local Standard Operating Procedure (SOP) and Configuration Management diagrams for our Video Teleconferencing Facility, and have determined they address and meet all security safeguards as outlined in the references listed above, and accurately reflect our video conferencing system design.

I certify no edge devices, sub-systems or equipment associated with our videoconferencing system will compromise the security of the DISN Video Services network; and the video conferencing equipment is utilized and classified For Official Use Only (FOUO).

This Consent to Monitoring, Security & Safeguard Statement for Unclassified Video Teleconferencing Facilities may require to be updated at any time, based on configuration or policy changes; or as directed by the Chief, DISN Video Services, and is valid for a period not to exceed three (3) years.

	
Site ID
	     

	
Phone #
	     
	E-mail
	     

	
Site POC
	     


Designated Approval Authority: 
	
Designated Approval Authority (DAA):

	
Title
	     
	 Grade
	     

	
Phone #
	     
	E-mail
	     

	
Name
	     

	
Signature
	
	Date
	     


 (Complete in full – Fax this signed form and an equipment configuration diagram with the Site ID* to DISN Video Services – GS25: CONUS (DSN 312-381-3249, Com 703-882-3249), PACIFIC (DSN 315-456-3838, Com 808-656-3838), and EUROPE (DSN 314-434-5312, Com 49-711-68639-5312)

*If this is a new registration, please contact Business Development for a Site ID. Questions related to establishing a new Site ID can be directed to DISN Video Services – CONUS (DSN 312-761-1376, Com 703-681-1376), PACIFIC (DSN 315-456-0196, Com 808-656-0196), EUROPE (DSN 314-434-5955, Com 49-711-68639-5955). 

Authority to Connect Request

Designated Approval Authority:

The Designated Approval Authority (DAA) is the Command sponsored local element / entity assigned the responsibility of determining, based on the risks, if a videoconferencing system, network, or information management system can be operated in a safe mode.  

You are requested to maintain this document at your site.  DISN Video Services (GS25) and authorized representative (EU52 for Europe, PC54 for PAC), must have a signed copy.

POC this action is:

For CONUS:
DISN Video Services Division (GS25), COM (703) 882-0108, DSN 381-0108

For Europe:
DISA EUR (EU52), COM 011-49-711-68639-5840/5260, DSN 314-434-5955/5260

For PAC:
DISA PAC (PC54), VTC OPS, COM 808-656-0196, DSN 315-456-0196
Fax ATC-R and equipment configuration drawing marked with DVS Site ID to:

For CONUS/OCONUS:  
DISN Video Services Division (GS25)





Fax (DSN) 312-381-3249





(Com) 703-882-3249

For EUROPE:

DISA Europe – Attn: EU52





Fax (DSN) 314-434-5312





(Com) 011-49-711-68639-5312

For PAC:


DISA PAC – Attn: PC54, VTCOPS

Fax (DSN) 315-456-3838

(Com) 808-656-3838

( WHO IS YOUR DAA?�An executive with the authority and ability to evaluate the mission, business case and budgetary needs for the system in view of the security risks.�Must have the authority to oversee budget and business operations of the system under his/her purview.�Official with the authority to determine and formally assume responsibility for operating a system or network at an acceptable level of risk.�Authority to permit or deny operations or use base on unacceptable security risk.  Accountable to senior leadership and public through Federal Law and regulation. �
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