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1.0    INTRODUCTION

This document is the charter for the Defense Switched Network (DSN) Configuration Control Board (CCB). It replaces and expands the scope of the previous DSN CCB Charter dated 02 April 2001. Configuration control is perhaps the most visible element of configuration management. It is the process used by Government program offices to manage preparation, justification, evaluation, coordination, disposition, and implementation of proposed engineering changes and deviations to affected configuration items (CIs) and baseline configuration documentation. This CCB permanent membership is composed of representatives of the Joint Staff (J6), CONUS Unified Commands, MILDEPs, SM-ALC, PM-Switch, EA-TSS, DISA HQ, DISA field organizations and DFSE.  These members are chartered to act on Class I engineering change proposals (ECPs) requiring Single System Management (SSM) level approval, major and/or critical deviations or waivers affecting the DSN baseline. Class I changes modify settings to gateway switching, transmission, and timing and synchronization CIs. 
The program manager is the chairperson of the DSN CCB and makes the decisions concerning all changes brought before the CCB. The CCB is the focus of network configuration change activities for hardware, software, and firmware and is chaired by the SSM.  It is the official forum for final review, approval and/or disapproval, and documentation of all ECPs to the established DSN baseline.  The CCB action is not required to approve most operational changes to CIs such as routing tables, etc.  Such changes will normally be approved by the Program Management Office (PMO) in consultation with the Systems Engineer without submission to the CCB.  When a decision is rendered, the CCB chairperson approves a CCB directive (DISA Form 202), or equivalent letter / memorandum, directing the appropriate implementation actions to be completed.

2.0    STRATEGY AND SCOPE

This charter focuses on the configuration control and management oversight of the 
DISA-provided DSN network services. This charter establishes the composition, function, responsibilities, and authority of the DSN CCB (herein referred to as “the Board”). The charter grants authority to the Board for accomplishing change control responsibilities. The DSN CCB has been established to implement and manage network-level configuration changes to the DSN. The CCB is a voting board. It will approve proposed system changes as authorized by this charter. The DSN CCB will use configuration management (CM) procedures to control changes to the network and ensure that all configuration changes to DSN configuration items (CIs) are documented. The primary objective of configuration control is to establish and maintain a systematic change management process that regulates life-cycle costs, and:

· Provides efficient processing and implementation of configuration changes that maintain or enhance operational readiness, supportability, interchangeability, and interoperability

· Ensures complete, accurate, and timely changes to configuration documentation maintained under appropriate configuration control authority

· Eliminates unnecessary change proliferation

The DSN Center for DISN Services (NS5), DSN Division (NS53) is responsible for the preparation and approval of the CCB Charter. This charter will be revised periodically to reflect appropriate changes in the CCB composition and level of authority.

3.0    BACKGROUND

The DSN is composed of commercial-off-the-shelf (COTS) network/node hardware and software products, and, as such, are not governed by the developmental (non-COTS) CM policies and procedures outlined in the MIL-HDBK- 61A(SE) [Reference 1], which governs CM in the DoD. In the event developmental efforts become necessary, the CM processes, in accordance with the MIL-HDBK- 61A(SE), will be followed.

The Defense Information Systems Agency (DISA) Circular 310-70-85 [Reference 2], directs the establishment of a configuration control board (CCB) to review and recommend changes to the Defense Switched Network (DSN). This charter establishes the DSN CCB as the DSN configuration control authority.

The Chairman Joint Chiefs of Staff Instruction (CJCSI) 6215.01B [Reference 4] directs DISA to chair and manage the DSN CCB and to implement approved DSN CCB actions. DISA will maintain a configuration management (CM) database of all switch configurations (CONUS and OCONUS) and provide access to agencies, activities, and Military Departments as authorized by the ASD (NII); the Director, DISA; and the Joint Staff.   
4.0    authority 
· The CCB will approve or disapprove ECPs for hardware, or firmware changes to the DSN functional baseline.  It also approves or disapproves major topology changes. 

· The CCB will ensure DSN software and hardware remain current and up-to-date, that the costs for changes to the DSN are controlled, and that the DSN is responsive to the needs and supports the mission of the war fighters.  

· The CCB will review and recommend approval or disapproval of major changes to the Operations and Maintenance (O&M) Concept document and the DSN Program Plan.
· The CCB will review and recommend approval or disapproval of major changes to the Operations and Maintenance (O&M) Concept document and the DSN Program Plan. The CCB is a voting board with each permanent member having one vote.  The CCB Chair, i.e., the PMO or designated representative, has the authority to override any vote on a case-by-case basis but must fully justify to the CCB members and document any decision to do so.  Votes may be cast in person or by message.  Permanent members may designate the Joint Staff to vote on their behalf.
5.0  REFERENCES

1. MIL-HDBK- 61A(SE), 07 February 2001, Configuration Management Guidance.

2. DISAC 310-70-85, 12 July 1995, Defense Switched Network (DSN) Network Configuration Management Plan (NCMP).

3. DISA GIG CCB Charter and Implementation Plan, 06 August 2003, Global Information Grid (GIG) Network Services Configuration Control Board (CCB) Charter and Implementation Plan.

4. CJCSI 6215.01B, 23 September 2001, Policy for the Department of Defense (DOD) Voice Networks. 

5. DISAC 310-130-1, 23 July 1992, Submission of Telecommunications Service Requests.

6. DOD Directive 8100.1, 19 September 2002, Global Information Grid (GIG) Overarching Policy.

6.0    MEMBERSHIP

The membership of the CCB consists of a representative from each of the organizations identified in paragraph 7 below. A primary representative and an alternative representative from each of the organizations must be designated in writing. Members will formally notify the CCB Secretariat of changes to their designated primary and alternate members. The designated members shall be delegated full authority to represent their organizations at the CCB including the authority to commit the organization to cost reimbursement for approved enhancements. In the absence of the primary member, the alternate member shall have full authority to act on behalf of the represented organization. The CCB will review system change requests, recommend changes, assign action items, establish suspenses for appropriate technical staff, establish priorities, and ensure Board activities are properly documented. CCB membership is maintained by the CCB charter.   
7.0  Permanent CCB Voting Members:
· Chairperson (DSN Program Manager)
· Office of the Joint Chiefs of Staff (J6)

· Headquarters, US Army
· Headquarters, Department of the Navy
· Headquarters, United States Air Force

· Headquarters, US Marine Corps 
· Commander, United States Pacific Command

· Commander, United States European Command

· Commander, United States Joint Forces Command

· Commander, United States Transportation Command 

· Commander, United States Central Command

· Commander, United States Southern Command

· Commander, United States Special Operations Command

· Commander, United States Strategic Command

· Commander, United States North American Aerospace Defense Command

· Commander, United States Northern Command 
8.0    non-voting ccb Members

· DISA, Principal Director for Operations

· DISA US SOUTHCOM Field Commander

· DISA Pacific Field Commander

· DISA Europe Field Commander

· DISA SWA Field Commander

· DISA CONUS Field Commander
9.0    invitational subject matter experts
· Technical specialists

· Equipment vendors

· Budget Specialist

· Logistics representative

· Training representative

· Contracting representative

· Engineering representative

· Other program related functional disciplines, as required

10.0    NON-GOVERNMENT ORGANIZATIONS

Commercial organizations make the products and, in some cases, customize commercial products for use in the DSN. In addition, they provide technical data and operational manuals for network and equipment configuration management. 
11.0    CCB CHARTER

The CCB acts on change proposals (i.e., Class I ECP requiring Single System Management (SSM) level approval (major and/or critical deviations or waivers) affecting the DSN baseline.  The CCB is the focus of network configuration change activities for hardware, software, and firmware and is chaired by the SSM.  It is the official forum for final review, approval and/or disapproval, and documentation of all ECPs to the established baseline. 
12.0    CCB OPERATING PROCEDURES

The CCB Secretariat schedules CCB meetings as required, distributes agendas, records CCB decisions, and distributes minutes and directives to parties who are assigned implementing action(s) or have a need to know.  The CCB operating procedures should define target processing times for ECPs to ensure timely staffing, approval and implementation.  Members of the CCB assess the impact of the proposed change in their functional areas, provide inputs to the sponsor, and make a substantiating presentation to the CCB, as required.  The procuring activity’s CM office should publish procedures for CCB operation so that all members understand its importance to the acquisition process.  

12.1    CCB Meetings

The CCB will meet at least three times per year and follow an agenda published at least 30 days in advance of the meeting.  All CCB members must be present at each CCB meeting and should be familiar from their functional perspective with the changes being considered. A role call will be taken for each agenda item under consideration.  A member may vote yes, no or abstain.  Rationale for the vote may be provided.  The meeting schedule shall be arranged to minimize schedule conflicts and maximize participation. The SSM may elect to have all members physically present, or conduct the CCB meeting by electronic means (i.e., voice or video teleconferencing).

12.2    Special CCB Sessions

Special CCB sessions may be called by the chairperson to process emergency or urgent change proposals. The chairperson will verify that the appropriate board members are present prior to commencing a CCB meeting. The agenda will contain a listing of Engineering Change Proposals (ECPs) or Telecommunications Service Requests (TSRs), an impact statement, and an evaluation for each attached ECP or TSR. All aspects of the necessity and practicality of a change, including the impact on network costs and schedule, must be considered and understood by the CCB members before reviewing, implementing, and validating the proposed change.

12.3    Quorum

A quorum for CCB meetings occurs when 50 percent of the voting members are present.

12.4    Interface Control Working Groups (ICWGs)
Interface control working groups (ICWGs) will be convened as directed by the chairperson of the CCB, who will appoint WG chairs to address specific issues/efforts related to the specific CM responsibility. CCB members may request that the CCB chairperson convene a particular ICWG to address a specific area of interest or specific individual effort. The membership of the specific ICWGs may vary depending on the nature of the effort being evaluated. The CCB chair/members may request that specific individuals submit a recommendation in the ICWGs' evaluations, based on their experience/knowledge of a given subject.
Given that the focus of this CCB is on the integrated GIG DSN network services in terms of architecture, functionality, and service offering; the traditional ICWGs may not initially, nor for every change being evaluated, be necessary to support this CCB’s functions. They will be convened based on the requirement to address specific areas of responsibility, as required.

13.0    ADVISORY GROUPS

The CCB may establish and disestablish, as appropriate, various advisory groups to pursue and provide decision-making bodies on a specific function or discipline. Advisory groups can also oversee, investigate, and/or report on specific functions or disciplines, as needed. An advisory group may be tasked with providing information briefings or papers on subjects pertaining to CM. Briefings and/or papers will be presented at the formal CCB meetings. Examples of advisory groups include the Planning and Design Advisory Group, Traffic Analysis Advisory Group, and the Budgetary Advisory Group, etc.

14.0    ROLES AND RESPONSIBILITIES

14.1    CCB Chairperson

The CCB chairperson shall:

· Chair or designate a chairperson for all technical reviews and configuration audits.

· Ensure that all members have an opportunity to consider and address all proposed changes.

· Direct, when necessary, appropriate members to provide additional information required for later consideration of a proposed change.

· Canvas all members for concurrence after all essential information required for valid and complete judgment on the proposal change is developed and presented. Due to time or cost restraints, the chairperson may defer a decision until information is available or may make a decision without all specifics being presented.

· Approve, disapprove, or defer all change proposal recommendations made by the CCB.

· Ensure that conditions leading to a decision are recorded in the minutes.

· Ensure that all recommended changes have been tested, evaluated, and/or certified IAW applicable acquisition and engineering documentation. 

14.2    CCB Secretariat

The CCB secretariat shall:

· Publish the CCB Charter. 

· Formalize the attendee distribution list for the CCB.

· Receive, record, and maintain a log of all change proposals and requests for waivers or deviations submitted for adjudication. 

· Review documentation for completeness and compliance with established policies and procedures. Where deficiencies occur, the secretariat pursues corrective action with DISA or MILDEP submitting organizations.

· Ensure that all necessary details associated with a change request are forwarded to the system manager with a minimum of delay. 

· Ensure that all members are provided an agenda and a change proposal package, which includes an impact statement for each proposal, at least one week prior to a CCB meeting.

· Record and furnish each member with a copy of the meeting minutes within 30 working days.

· Inform all members of approval or disapproval of proposed changes and any associated specification change notices (SCNs). 

· Distribute copies of the ECP or TSR, its evaluation summary form, and the (revised) agenda to each member.

· Maintain pending files on all ECPs and TSRs after approval. 

14.3    CCB Members

The CCB members shall:

· Review agenda items and be prepared to provide their organization's official position at the CCB meeting.

· Discuss official positions on the CCB chairperson's decisions for each change proposal. In all instances of nonconcurrences, the dissenting member's opinion will be reflected in the minutes.

· Be encouraged to examine and discuss problems outside their cognizant functional areas to provide the CCB chairperson a broad base of experience for assistance in making decisions.

·  Notify the alternate member and arrange for the alternate's attendance in the event the primary member is unable to attend a meeting. 

· Forward a written evaluation summary stating the primary's position on the change proposals to the CCB Secretariat no later than five working days prior to the meeting in the event both the primary and designated alternate are unable to attend a CCB meeting.

14.4    CCB

The CCB shall:

· Develop system change evaluation criteria that can be used by the CCB to determine the cost and benefits of requested changes; develop and enforce all facets of the modernization change management policies, processes, and procedures used to process change requests; and maintain integrity of all system components.

· Review and monitor implementation of the planned and funded fiscal year topologies.

· Review and approve any changes to those topologies at the appropriate level during the course of the fiscal year. 

· Process and evaluate all Class I ECPs and telecommunications service requests (TSRs) that affect the DSN network and determine the desirability of approving or disapproving the proposals.

· Process, evaluate, and act upon all requests for waivers and deviations affecting the DSN network.

· Act as the final arbiter of all unresolved disagreements between theater-level configuration control boards (CCBs).

· Establish and direct interface control working groups (ICWGs) between the CCB and the theater-level CCBs.

· Ensure that DSN switches remain current and meet both the network and state-of-the-art commercial-off-the-shelf (COTS) standards. The DSN Program Management Office (PMO) will fund all hardware and software changes required by the network (except to new facilities).

15.0    EQUIPMENT VENDORs
Equipment Vendor may serve in an advisory capacity on technical matters concerning system-change design issues, release timing, software engineering, and related areas as set forth in its contract. The vendor may be asked to leave the meeting when it is necessary to discuss contract matters.

16.0    CHANGE PROCESSING FOR ECPs AND TSRs

16.1    Basic Change Control Process

The change process is initiated once a change proposal is documented in the form of an ECP or TSR. Changes approved by the CCB will be within the approved performance, schedule, and financial constraints of the network. The change control process will encompass a review of documentation justifying the change, a decision on the proposed changes, and action based upon the decision made. The flow chart below depicts the process flow or path that a submitted request for change undergoes once initiated by the Vendor, User, or O&M Command.

Figure 16.1. Configuration Control Process Overview
16.2    Emergency and Urgent ECPs and TSRs

Upon receipt of ECPs or TSRs with "Urgent" or "Emergency" priorities, the secretariat will notify the CCB chairperson and schedule a special CCB meeting. Emergency ECPs and TSRs are evaluated and acted upon within three working days. Urgent ECPs and TSRs will be handled on a case-by-case basis and may be submitted by electronic mail, telephone, message, facsimile, or personal contact. All communications will be identified by the ECP or TSR number. If the initial communication is not conducted through written message, the initial communication will be confirmed in writing in the required format as a preliminary ECP or TSR within 24 hours. The communication confirmation will be followed by a formal ECP or TSR within 15 calendar days unless the initial ECP or TSR submission has been disapproved. The following criteria are to be used in assessing whether a change proposal may be considered an emergency or urgent.

16.3    Emergency Change

An emergency priority will be assigned to a change proposal to:

· Effect a change in operational characteristics that may seriously compromise the national security

· Correct a hazardous condition that may result in a fatal or serious injury to personnel or in extensive damage or destruction of the network and/or equipment

16.4    Urgent change

An urgent priority will be assigned for any of the following reasons:

· To effect a change in operational characteristics that avoids a serious compromise to the network mission effectiveness.

· To correct a potentially hazardous condition that compromises safety and embodies risk to both personnel and equipment.  Use of the affected equipment is permitted provided the operator has been informed of the hazard and appropriate precautions are defined.

· To meet significant contractual requirements.

· To effect a change that, if delayed, would cause a schedule slippage or increase cost.

· To expedite the processing of a change that will be a major factor resulting in value engineering, cost reduction, and life-cycle savings.

· Implementation of urgent change requests will be accomplished as soon as possible depending upon the magnitude of the problem(s) or required completion date.

16.5    Routine change

· Changes are assigned to the routine category when an emergency or urgent priority is not applicable.

· Routine changes will be completed, whenever possible, with the next scheduled update of DSN requirements.  The CCB will recommend the priority for completing routine changes.

16.6    Review Phase

The CCB Secretary and/or ECP or TSR sponsor will: 

· Categorize incoming change proposals by classification.

· Perform an initial review of all requests and determines whether or not to proceed with a review by the full CCB.

· Evaluate its merit and effect to the network and its components. 

· Categorize the priority relative to other change proposals.

17.0    RESULTS OF A CCB REVIEW

The processing of new or change requirements is intended to provide assurance that the requirements have been properly validated. The CCB reviews changes to the architecture, functionality and service/transport offering. Analysis activities are necessary in most cases, and can be initiated by the CCB or prior to the CCB process by the individual action officer/requestors if required, and known. When the results of the analysis are available, the CCB will consider all available information concerning the request in order to render a decision. The CCB Secretariat will document the decision and advise all parties that participated in the request process. Based upon the recommendations of the CCB members and/or the Chairperson's own decision, the Chairperson will then authorize one of the following:

· Approved. An approval will result in implementation of an ECP or TSR during the fiscal year. The approved ECP or TSR is processed using existing provisioning procedures as if the change was planned for the fiscal year. The approved ECP or TSR is forwarded to the DSN Baseline Manager who will oversee implementation. The originating organization will receive notification of the CCB's decision by message within 3 working days.

· Approved, Conditional (Subject to). A conditional approval means that the proposed change was recommended for approval but its implementation is being delayed until certain conditions or requirements are met. The originating organization will receive notification within 3 working days of the CCB's decision on the change proposal and a message supporting the decision. 

· Approved, Deferred. A deferred approval means that the proposed change has been approved, but not for the timeframe indicated in the ECP or TSR. Further negotiation with the originator may be required for rescheduling. The originating organization will receive notification within 3 working days of the CCB's decision on the change proposal and a written report supporting the decision.

· Disapproved. Disapproved is a rejection and means that the ECP or TSR cannot be implemented as it stands. A rejected ECP or TSR, and its associated supporting justification data package, will be returned to the originating organization within 3 working days from the date of the decision. A rejected proposed change will be accompanied with a message explaining its rejection.

18.0    IMPLEMENTATION PHASE

The implementation phase of the DSN Change Control Life-Cycle begins with an approved change proposal. Regardless of whether the change proposal was an ECP or TSR, approval of the proposal initiates the implementation processes.

19.0    PRODUCTS UNDER DSN FOR COMMUNICATION CCB CONTROL

The categories of DSN hardware/firmware/software products listed in alphabetical sequence [Appendix A] are considered under the configuration management control of the DSN for communication CCB. The hardware’s associated internal and external ancillary equipment such as special test equipment, special tools, filters, power supplies, battery packs, etc., may not be listed, but are also considered under the configuration management control of the DSN for communication CCB.  In accordance with DODI 8100, configuration management (CM) is the management of security features and assurances through control of changes made to hardware, software, firmware, documentation, test, test fixtures, and test documentation of an automated information system, throughout the development and operational life of a system
18.0   FINANCIAL RESOURCES

CCB activities will be funded through DISA as a function of the DSN, not including TDY costs of the members.

19.0   CHARTER REVIEW

This charter will be reviewed at least annually. The DSN PMO may recommend changes or revisions to this charter at any time.

APPROVED BY:

_____________________________________



________________

HOWARD C. OSMAN







(Date)

Chief, Defense Switched Network Division

Appendix A: List of Abbreviations
CCB


Configuration Control Board

CI


Configuration Item

CM


Configuration Management

COTS


Commercial Off-the-Shelf Software

CSA


Configuration Status Accounting

CSCI


Computer Software Configuration Item

DISA


Defense Information Systems Agency

DoD


Department of Defense

DOCC/ICCB  

DISA Operations Control Complex/Integration Configuration Control Board

DSN


DISN Switched Services (Voice)

DWCF


Defense Working Capital Fund

ECP


Engineering Change Proposal

FCA


Functional Configuration Audit

GIG BE

Global Information Grid (GIG) Bandwidth   Expansion 

HWCI


Hardware Configuration Item

IEEE


Institute of Electrical and Electronics Engineers

ICWG


Interface Control Working Group

PCA


Physical Configuration Audit

PMO


Program Management Office

RFC


Request for Change

RNOSC

Regional Network Operations and Security Control Centers

SCC


Software Configuration Control

SRM


Switch Revision Management

TSO


Telecommunications Service Order

TSR


Telecommunications Service Request
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L E G E N D

CCB – Configuration Control Board

CSA – Commercial Service Authorization

DWFC – Defense Working Capital Fund

ECP – Engineering Change Proposal

FCA – Functional Configuration Audit

PCA – Physical Configuration Audit

PMO – Program Management Office

SRM – Switch Revision Management

TSR – Telecommunications Service Request

TSO – Telecommunications Service Order








