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1.0 Overview

DISA maintains both a World Wide Web external and an internal server. These information services provide the customer with timely and accurate dissemination of information. DISA, as part of the Department of Defense (DoD), fully participates in the Government Information Locator Service (GILS) requirements and system. Information on GILS as well as information regarding internal policies and procedures for the dissemination of  information on the internet are located in this handbook. 

There are many factors to consider in designing a DISA web site or even a single web page. This handbook is a one-stop source for organizational webmasters and their web page developers to find up-to-date guidance pertaining to the look and feel of their web pages.  There are also certain mandatory requirements that must be included on every DISA web page. These requirements are contained in this handbook. These mandatory requirements are applicable to all web pages that reside on any DISA funded web server. 

To guide you to specific topics, this handbook contains a Table of Contents to help you understand various pieces of the DISA web puzzle. These sections will provide information ranging from a broad overview to detailed coding examples. The appendix contains a glossary of WWW terms. If you need detail HTML instruction, you can check the NCSA Beginner's Guide to HTML. This primer is outside of the web handbook. 

If at any time you have any questions, please feel free to contact the DISA Webmaster at webmaster@ncr.disa.mil. You may also contact the DISA web site operations & maintenance manager at cm-web@ncr.disa.mil. 

1.1 DISA WWW Internet Organizational Structure: 

The DISA web site Administration Team which includes the Agency Webmaster and the Operations & Maintenance Manager, falls under the Enterprise Architecture Division,(SI24), which is within the Chief Information Office, (SI2), which is a part of the Strategic Planning and Information Directorate, (SPI).  The web site administration team has the authority and responsibility to plan, direct, and conduct DISA world wide web (WWW) Internet activities. DISA WWW Internet policy and guidance is applicable to all DISA organizations and specifically covers the practical and appropriate dissemination of information concerning all DISA activities, products, and services. This team is also responsible for the development of any DISA web policies. 

1.2 Agency Web Site Administration Team Functions:

The DISA Web Site Administration Teams' functions are performed in conjunction with the over-all management of both the internal and external agency web servers. These functions are: 

· Operates the DISA intranet and world wide web (WWW) activities.

· Coordinates participation by the industrial/scientific community in planning DISA internet activities.

· Provides the widest appropriate dissemination of information on all DISA WWW internet activities.

· Provides organizational support for face to face meetings, conferences, design group and policy. 

· Maintains organizational web pages at the highest level for each DISA organization.

· Provides technical expertise and advice on WWW operations & maintenance matters. 

· Provides technical assistance in design, operations, and maintenance of DISA WWW pages. 

· Provides overall management of organizational/functional server and/or pages. 

· Provides management of the information on the DISA WWW server and directory. 

· Coordinates information placed on the DISA WWW internet with organizational webmasters and the Public Affairs Office (PAO)

· Recommends configuration management and system integrity for DISA WWW pages. 

· Represents DISA at internet meetings and conferences on internet issues. 

· Reviews functional internet requirements with other technical experts for feasibility.

· Provides guidance and training to DISA personnel on internet capabilities and features. 

· Ensures links are operational and outages are resolved. 

· Advises DISA Help Desk of any DISA WWW technical or interoperability problems.

The DISA Web Site Administration Team can be contacted by sending e-mail to either of the following addresses:

webmaster@ncr.disa.mil or cm-web@ncr.disa.mil 

1.3 Organizational Webmasters' Functions:

DISA Organizational Webmasters functions are performed in conjunction with the over-all management of their organizational WWW Internet resources. These functions are: 

· Provides over-all management of the organizational/functional server and/or pages.

· Provides management of the information on their server, directory, or pages.

· Coordinates information placed on the DISA WWW internet with the agreement of the Principal Director/Commander, DISA Operations &  Maintenance Manager, and the DISA Public Affairs Office (PAO).

· Provides configuration management internet/intranet web sites.

· Represents their organization/function at DISA meetings,conferences or forums on Internet issues. 

· Reviews and validates their organizational/functional Internet requirements with the DISA Webmaster to include features and services requested for placement onto the DISA WWW Internet.

· Provides guidance and training to their organization personnel on the capabilities and features of the Internet as well as agency requirements for posting information.

· Maintains measurement management information on their server and/or directories.

· Ensures the organizational/functional information is current and valid.

· Ensures links are operational and outages are resolved.

· Assists the DISA webmaster with the development of inter-center advanced planning for DISA WWW development, enhancements, and upgrades.

· Programs for hardware and software to maintain state-of-the-art capability. Tests new features and reports periodically to the DISA Webmaster on new events in development both on the national and/or international standards bodies related to the WWW. Advises on the probable outcomes or possible impacts of these developments.

A list of organizational webmasters can be found on the Webmaster Resources web page located on the internal agency web site.

1.4 Organizational Content Managers' Functions:

DISA Organizational Content Managers' Functions are are an integral part of the web approval process ensuring that content is relative, current and focused. These functions are:

· Reviews any organizational or program specific content received from the organizational webmaster or other sources for posting to a DISA website in accordance with the Office of the Assistant Secretary of Defense Web Site Administration Policies & Procedures

· Ensures all organizational or program content adheres to the criteria listed in section 3.2.2.

· Ensures all content is timely, appropriate and conveys the message of the organization.

A list of organizational content managers can be found on the Webmaster Resources web page located on the agency internal web site.

2.0 References

2.1 DPL 2003-8, Web Page Development and Approval. Prescribes policy on web page development and approval. This Policy letter may be found on the DISA publications website, https://disa-ca.dtic.mil/pubs/

2.2  DISA Instruction 630-225-7, Internet, Intranet, and World Wide Web. The information provided in this handbook is based on the above instruction which can be found on the DISA publications website, https://disa-ca.dtic.mil/pubs/

2.3  DISA Instruction 210-15-6, Records Management. This agency instruction can be found on the can be found on the DISA publications website, https://disa-ca.dtic.mil/pubs/

2.4  DISA WWW Internet Government Information Locator Service (GILS) Submission Instruction.  For more information, see the DoD Resource Locator registration page located at https://sites.defenselink.mil/

2.5  Deputy Secretary of Defense Memorandum, Information Vulnerability and the World Wide Web dated 24 September 1998.   Use this reference to aid in determining the vulnerability of information published on web pages. 

2.6  Office of the Assistant Secretary of Defense Web Site Administration Policies & Procedures, dated 25 November 1998. This document implements the policies, responsibilities and procedures for Web Site Administration. 

2.7 Office of the Assistant Secretary of Defense Accessibility of DoD Web Sites to People with Disabilities, dated 21 July 2000. This document provides guidance on Section 508 for web sites. 

2.8 Office of the Assistant Secretary of Defense Privacy Polices and Data Collection on DOD Public Web Sites, dated 13 July 2000. The document addresses privacy statements and the use of cookies. 

2.9 Office of the Assistant Secretary of Defense DoD Web Site Administration Policy, dated April 26, 2001. This memo is an update to the DoD Web Site Administration Policies and Procedures and formally updates the web policy to incorporate changes required by the OMB-issued policy on use of persistent cookies and other privacy related requirements. 

2.10 Office of the Assistant Secretary of Defense Removal of Personally Identifying Information of DoD Personnel from Unclassified Web Sites, dated 28 December 2001. This memo states withholding of personally identifying information under the FOIA. 

2.11 Donald Rumsfeld's message to DOD, dated 14 January 2003. This memo stresses the need for OPSEC review of all DoD web pages.

3.0 Web Site Guidelines

3.1 General Requirements: 

If you do not know how to create a web page, or how the process works, see your organizational webmaster. Check Webmaster Resources on the internal DISA webpage for the list of webmasters. If you do not know HTML, you can go to the NCSA Beginner's Guide to HTML for assistance.  Your organizational webmaster is the focal point for ALL web issues.  ALL contact made with the CIO's Web Site Administration Team must be through your organizational webmaster, including requests, approval of pages, questions and new requirements. 

 To be posted, All DISA sponsored web sites or pages must: 

1. Go through proper management and DISA PAO approvals. Heads of organizations are ultimately responsible for all organizational web page content.

2. Have page POC, and last revision date listed.

3. Have links to logically previous or higher level web pages.

4. Do not have classified, sensitive or inappropriate content.

5. Be reviewed every 6 months for accuracy and timeliness of content.

6. Reside on DISA Official World Wide Web Internet Servers.

7. Be Section 508 Compliant in accordance with section 1194.22 of 508 standards.

8. Be tested for 508 compliancy using the PageScreamer software.

The posting/approval process has many checks and balances and this involves managers, organizational webmasters, content managers, public affairs, and the individuals responsible for final posting to each DISA web server.  Each review/approval for a page's ultimate posting on a web server helps to identify compliance and accuracy issues.  Postings that have non-compliant content will be subject to removal or correction as described below: 

Consequences of Noncompliance: Random checks are performed for timeliness, accuracy, relevance, and section 508 compliance. 

If pages have classified information or inappropriate content, the pages will be immediately removed  from the server upon notification to the organizational webmaster by PAO, cm-web, or the Agency webmaster.

If pages are out of date or inaccurate, the page POC will be required to immediately update the  information. The POC will be given 15 business days comply.

If the POC does not update the non-compliant page within the prescribed 15 business days,  the Head of the organization and the Chief of Staff will be notified. Notification will be made by either PAO, cm-web, or the Agency webmaster.

These guidelines apply to ALL files posted on a DISA web server.

If unregistered servers are discovered, they will be shut down until they are properly approved and designated official  DISA Servers.

3.2 Web Page Design:

3.2.1  Welcome Pages: There are several layers of files in a hypertext structure. The first of these is a Welcome Page.  With the exception of the DISA Main Home Page, the following are considered welcome pages: 

Organizational Welcome Page. Examples are the main home page to each organization (SPI), Special Advisors (GC), Combatant Commands field office (JITC). The Agency Web Team maintains ALL organizational Welcome Pages.

Document Welcome Page. All major DISA documents, or collections of downloadable files, will have a welcome page as a cover page. These are maintained by the organizational webmaster.

Program Welcome Page. All major DISA program pages will have a welcome page. These are maintained by the organizational webmaster.

All Welcome Pages will follow the 2nd page template provided on the Webmaster Resources Page on DISA's internal website.

3.2.2  Subsequent Pages: All content on DISA web sites, regardless of which server it resides on, must abide by these regulations: Review and validate your organizational/functional requirements (this ensures that the document to be posted is within your organizational/functional purview)

You may NOT post information belonging to another organization. Contact the originating organization and have them post the content on their web pages.

Look for issues that contractors, foreign governments, or others might use to the disadvantage of DISA or to the US government:

1. Is the content sensitive?

2. Is the content classified?

3. Is it appropriate for an audience external to DISA?

4. Is it contract (procurement) sensitive?

5. Does it reflect any commercial favoritism?

6. Has the information been cleared for public release by the Public Affairs Office?

7. Does the information provide details concerning enterprise safety and security? 

8. Are there alternative means of delivering sensitive security information to the intended audience?

9. Is any personal data posted (biographies, addresses, etc.)

10. How could someone intent on causing harm use this information?

11. Could this information be dangerous if it were used in conjunction with other publicly available data (aggregation of data)?

12. Could someone use the information to target personnel or resources?

13. Ensure that your content does NOT contain:

· classified information.

· unclassified but sensitive information. 

· Personally identifying information on DoD personnel. This information can be withheld under FOIA, and must be removed from publicly accessible web pages and web pages with access restricted only by domain or IP address (.mil restricted). This applies to unclassified DoD web sites regardless of domain (.com, .org, mil, .gov) or sponsoring organizations. Information not to be posted includes name, rank, e-mail address, and other identifying information on DoD personnel including civilians, active duty military, military family members, contractors, and members of reserve components. This includes: rosters, directories (including telephone directories).

· detailed organizational charts showing personnel (considered lists of personally identifying information).

· multiple names of individuals from different organizations/locations listed on the same document or web page (this constitutes a list).  Aggregation of names on the web must be specifically considered. 

The above restrictions are not applicable to web sites that are PKI enabled and/or password protected.

The removal of personally identifying information of DoD personnel does not preclude the discretionary posting of names and duty information of personnel who, by the nature of their position and duties, frequently interact with the public, like flag/general officers, public affairs officers, or other personnel designated as official command spokespersons by the Director/Vice Director.

Sites needing to post contact information for the public are directed to use organizational designation/title and organizational/generic e-mail address accounts ( ciowebmaster@ncr.disa.mil, commander@scott.disa.mil).

3.2.3 Mandatory Requirements for ALL DISA Web Pages: Note:  These requirements apply to numbered publications if they are coded in html format. 

 Tags:  Ensure the following tags are on all web pages:

<HTML> 

<HEAD> 

<TITLE> </TITLE>

<META NAME="keywords" CONTENT="Put keywords and phrases here, separate words and phrases with commas">

<META NAME="description" CONTENT="This is where you put the description of the page's content">

</HEAD> 

<BODY> </BODY> 

<HTML> 

Titles:  The text entered in the <TITLE> area should be the same as the text you place between your <H1> </H1> tags.  The text placed in these tags should describe the information provided on that page.

Headers:  Use the header tags <H2> </H2> through<H6> </H6> for any headers on your web pages. <H1> </H1> tags are reserved for the Website Administration Team.

Page Length:  Limit a page to two printed pages in length if possible, or provide a target tag to various sections of the document.

Links : Every web page written for DISA will have links to logically previous web pages or higher level web pages. For example: A link that takes the user back to the page they came from or a link to the organization's home page. Links for the site Home Page should be placed on each page, next and previous page and a table of contents, where applicable. The browser back button can be confusing if, for example, a user hyperlinks from section 1 of a document to section 3, and then wants to logically go "back" in the document to section 2, clicking the browser’s "back" button takes him/ her to section 1. The buttons should give predictable access from and to all pages.

Signature and date:

Each page will be signed and dated to show the POC and the date of the last revision. The author of a publicly accessible web page must use a generic e-mail address (ciowebmaster@ncr.disa.mil, commander@scott.disa.mil), not a personal one. A "mailto:" link can also be used.

*Special Note/Warning for "mailto:" links: Our web pages give readers a chance to send us messages using the "mailto:" feature. When browsers are not configured with E-mail addresses, the "return address" fields do not show the senders' addresses, only their host computers' addresses when e-mail is sent. We can not respond to those people, and the system does not inform them of the failure. When using "mailto:" links, include a warning such as: "To help ensure we receive, and can respond to, your e-mail, please set up your browser's mail preferences to accurately identify your e-mail address."

Deleting Pages: When requesting that a web page be deleted, you must:

1. Ensure that there are no pages with links to the page you want to delete.

2. Request that any associated files such as word documents or images also be deleted.

Proprietary tags:  DO NOT use proprietary HTML tags such as animate. These are not understood by all browsers.

Color: Avoid the use of white font. No matter what background you use, the text will not show up on a printed copy of your page.

Referring (linking) vs copying:

When referring (linking) to information which is on a server outside of your control, you might be tempted to make a local copy of it. Before you do so consider the reasons for leaving the document where it is: 

When the document is updated by its owner, the link automatically refers to the updated information. There no longer is a need to keep checking the remote site for any changes to the document.

The other server may be on a faster connection than yours, depending on where your readers are coming from.

Copying a document to your server requires written permission from the owner. Referring to it doesn't.

There are four different types of pathnames you can use for links on your web page. The following guidelines are useful for hyperlinking other web pages or specifying a path for a graphic that shows up on your page. Refer to the descriptions below to decide which type of pathname to use. Absolute pathnames (http://www.dtic.mil/dtic/welcome.html) point to a location on the Internet outside the site where the current page is located. In the pathname above, the document welcome.html is located within the dtic/ directory, which is within the root site www.dtic.mil/.

Document-relative pathnames (../welcome.html) point from the current document to another document on the same site, using "../" to denote when the browser needs to move up to another directory to retrieve the file. You can link from one document to another without using the entire URL. Your browser will look from the current page inside the site to locate the file. This method should be used to show graphics and link documents on your page that are on the current site, but located in another directory.

Site-root-relative pathnames (/welcome.html) also point from the current document to another document that is on the same site, but uses the web server's directory as its beginning point and not the current page. This linking method works best for large sites where pages could be moved around. This method may also be used to show graphics and link documents on your page that are on the current site, but located in another directory.

Named Anchors link to a particular point within a page; you can link from point to point on a single page, or from one page to a point on another page. 

HTML coding for Webpages:

Remember, our web servers are set up to read files by looking for a .html extension by default. Ensure that all web pages have a .html extension, not .htm. Example of a web page filename: "filename1.html"

ALL file names MUST be written in lower case (filename.gif, filename.jpg, filename.html, etc.)

File names cannot have spaces or special characters. Underscores and hypens are acceptable.

3.2.4  Additional Design Guidelines:

Menu bars:

Must be consistent and easy to interpret. Design your pages for an average display resolution of 800x600 pixels. While developing your pages, be sure your own display settings are also set to 800x600 pixels.

Image Maps:  One should use client side instead of server side except where the area cannot be defined by an available geometric shape.  They should also be carefully designed and must be maintained. It heightens the visual impact of the page, but is time-consuming to maintain. When the coordinate structure changes, you must update the coordinates in both the image and the map files.

Testing:  Test all your pages and links thoroughly.

Although Netscape is DISA's standard browser, you don't know which browsers your readers will be using.  By writing for one browser, you limit your audience .  Try to test on different systems (VGA and SVGA monitors with different resolutions) and with different browsers (Netscape, Explorer, etc).  If the browser-specific elements you are using are essential to the document or cannot be displayed gracefully on other browsers, provide an alternative way to get at the information.  For example, if you have a complex table in a document, you can make a screen shot of that table available separately.

Writing Style:

Try to use plain English. Always proofread your text before posting it online.  Spelling mistakes or typing errors are embarrassing, while factual errors or misleading information can damage the reputation of both the author and maintainer.

Presentation:  In presenting your materials avoid complex or fancy formats.  Your task is to provide high quality information , not over impress the reader.

"Under Construction":  Do not post "Under Construction" pages on the web server.  All web pages are constantly under construction - but, if yours isn't ready for viewing, don't post it until it is final!

Horizontal Rules:  Do not abuse horizontal rules (<hr> tags).  Use them one at a time, and only to logically divide unrelated sections of a single page.  In most cases, a simple paragraph break (<P>) is preferable. 

3.3  Graphic Guidelines:

Only use images when necessary.  A half-dozen small images will slow down a browser just as much as a single large one when downloading.

Web page graphics should not be more than 535 pixels wide or 320 pixels high, or the graphic will be too wide to print on letter size paper (81/2 x 11).

The HEIGHT and WIDTH tags are additions to the basic image source tag:

<IMG SRC="picture.gif" HEIGHT="30" WIDTH="475">

For best performance, make sure all your image source tags include height and width information (even for small button graphics).

Reduce the number of colors in your color palette.

Don’t use graphics bigger than 50K.

Design your page around the information, not the graphics.

Save at a resolution of 72 dots per inch. If scanning images, scan them at 72dpi.

Keep large graphics off-line. If you must include a large graphic file, provide a hypertext link to it rather than displaying it on the page. 

3.4  Section 508 Compliance:

Background:

All new and/or updated DISA web pages as well as all downloadable files (i.e. PowerPoint slides, PDF documents and MS Word documents) must be Section 508 compliant before they are posted, regardless of security controls in place. If a particular file to be downloaded cannot be made accessible to users with disabilities, then the content will be put in an accessible format and posted to the web along with the original content. Section 508 of the Rehabilitation Act states that Federal Information Technology shall be accessible by those with disabilities. Go to http://www.section508.gov for information on this policy. PDF files - for more information on making PDF files accessible to people with disabilities, go to http://access.adobe.com/

PowerPoint Slides - The graphics used in PowerPoint are not accessible. If you wish to post a PowerPoint presentation that contains graphics, you must create an equivalent accessible file. The format for the accessible file may be text, html or PDF. 

DoD Guidance:

All Organizational Webmasters and Content Managers are responsible for ensuring that their web pages are compliant with Section 508. Reference 2.7, Attachment 2, of the DoD guidance cites specific requirements for accessibility. Follow this guidance when creating your pages.

Tools for section 508 compliance:

The Agency approved tool is PageScreamer. All organizational webmasters have a copy of PageScreamer. Requests for a verification summary will be generated and sent to cm-web with each new page requested for posting.

3.5  Approval and Posting: 

Once you have created and checked your pages, you will need to get approval from several sources (Note:  this process differs between organizations; check with your Organizational Webmaster to ensure all approval levels are met) 

3.5.1  Recommended Approaches: 

There are three methods you can use to send your files for review and/or approval. With each of the below methods, you must keep directory structure in mind. Directory structures should be exactly as they will appear on the web server. While the T:/ drive is technically feasible, it is cumbersome to set up and maintain; therefore it is not recommended. 

Method 1: E-mail your files as attachments to the reviewers/approvers. Using this method requires each recipient to save all of the attachments within the proper directory structure before executing their browser and proceeding with the review. 

Method 2: Create a CD, but ensure it's accompanied by a complete list of files to be reviewed. 

Method 3: Place your files on Hallways in a marked folder. This is the least preferred method as you run the risk of someone viewing the files before you are ready to release them, and before proper approval. Remember, hallways drives are open to all DISANet users. If placed in hallways, notify the reviewer by e-mail identifying the location.

3.5.2  Steps to Approval and Posting: 

E-mails should be used as the primary notification method that the files are ready for the next step. 

Step1: To be completed by the organizations: Testing by author (for functionality) and section 508 compliance.

Review and approval by the organizational content manager

Testing by organizational webmaster and/or alternate

Review and approval by management. The documents must be reviewed and approved by the head of the organization (or their authorized representatives).

Step2: To be forwarded to PAO:

Files are reviewed and approved/returned by the Agency's Web Content Manager to PAO. When submitting materials for review/approval, the following information must be submitted in the following format:

WebPage Posting Request

Name of Organizational Content Manager: 

Department/Organization: 

Telephone Number (direct line):

Name of Page Author: (If applicable)

To be Posted on:

Intranet (Datahouse)[ ] Internet (disa.mil) [ ] 

Password protected: YES [ ] NO [ ] 

PKI-enabled: YES [ ] NO [ ]

FOUO document: YES [ ] NO [ ]

Is page section 508 compliant YES [ ] NO [ ] 

Content:

Web Site URL: 

New Page[ ] Revision[ ] Major Change[ ] (List in the "Comments" section) 

Specific files/documents to be reviewed: 

(List separately)

META TAGS: (insert filename) for filename.html:

- My Keywords are: 

- My Description is:

Comments:

Once files have been reviewed, an e-mail will be sent to the organizational webmasters with comments/revisions.

PAO has 5 to 7 working days (minimum) to complete the review. Immediate review will be considered on a case-by-case basis, but must be accompanied by a justification.

Step3: To be completed by the organizational webmaster: Once PAO approval is received, forward your files to cm-web for posting.  Include with your e-mail to cm-web a copy of your PAO approval and your PageScreamer report for new pages. The cm-web e-mail account will be checked daily for notification of new/changed pages to be posted. When notifying cm-web of the source locations and filenames of your pages, don't forget to notify them of the destination directories (URL) on the web servers, and whether the files are new or replacements.

Step 4: To be completed by cm-web:

Spot check for compliance issues and load the files on the UNIX server. NOTE: Occasionally, cm-web will require rework to files after PAO approval. Usually it is not necessary to go back through PAO after these revisions. This is handled on a case-by-case basis.

Notify the organizational webmaster when the files have been posted, if changes need to be made to the files or if pages must be removed for compliance or sensitivity issues.

cm-web has a timeframe of two working days to post the approved files. Immediate posting will be considered on a case-by-case basis, but must be accompanied by justification.

The organizational webmaster and/or webpage author should go to the URL on the WWW to review and verify that the files are accurately posted.

All updates, additions, and revisions to web pages on the DISA official servers must go through each step in this process. 

3.6 Configuration Management: 

Once the files are posted, the organizational webmaster will be responsible for deleting the files which are no longer needed on any drive space that was used.

The organizational webmaster should keep a copy as a backup as appropriate. PAO and the Web Site Administration Team do not keep copies of your files once they are posted. This is the organizational webmasters responsibility. The web page residing on the DISA Web Server becomes the primary file.

If changes are required to a posted file, you should maintain some method of control to track changes, in the event that you should need to revert to a previous version of a given file.

Renaming old versions with sequential numbers as file extensions would be a simple method for small numbers of files, or minimal changes.

Extensive or complicated applications may require that you implement something more elaborate.

The organizational webmaster, or file owner can use their own master copy or can download the CURRENT file on the website and use it for changes, which ensures that no one ever accidentally updates an older version. It is critical to use the most current version, especially if you have multiple staff members modifying your pages for posting.

It is recommended that each organization have some method to ensure that all potential webpage authors have access to the process outlined above.

The organizational webmaster should have a backup webmaster, and all web related correspondence should include both of them to ensure continuity.

A deskbook, how-to guide, change log, or similar tool is recommended for those within the organization as webpage volume grows, and more staff members must interact in the development of pages.

This will enable a quick reference for anyone who needs to provide support, or backup.

As the number of web pages grows, each organizational webmaster needs to develop a method for managing volume, controlling versions, ensuring approvals by all appropriate authorities, and controlling movement from the organization’s local file directories to the servers controlled by the DISA webmaster.

You must also consider, based on the content of your pages, how many versions to track, how long to keep them, and where they are physically stored. A specific method is not mandated, but you may find that even for a small number of web pages you will need some method of management control.

You must also periodically review your pages. DoD mandates a review every 6 months.

3.7 Electronic Records Management Guidelines:

DISA web pages are considered official Agency records because they document the mission and current organizational structure of DISA, as well as certain key functions, policies, and procedures. As such, they are subject to the retention and disposition rules authorized by the National Archives and Records Administration  (NARA). DISA's official records retention and disposition schedules are in DISAI 210-15-6,  Records Management. 

In addition to the current version of a Web page, previous versions may also qualify as official records. The author of the Web page is responsible for determining which previous versions qualify as official records. The author's determination is based on the significance and uniqueness of the version content. Webmasters should apply the authorized retention and disposition instructions provided by the author in managing the life-cycle of the record. 

Previous versions of a Web page that do not qualify as official records are defined as "non-record" material and should be overwritten or deleted from the system within 30 days of the final posting of the updated version of the Web page. Requests for waivers or exceptions should be submitted to the CIO Records Management. 

3.8 Ensuring Quality of Information Disseminated to the Public: 

Background:

Section 515, Treasury and General Government Appropriations Act of FY-2001, and additional guidance from the Office of Management and Budget, requires that Federal agencies ensure the quality, objectivity, utility and integrity of information disseminated to the general public. “Quality” comprises objectivity, utility and integrity of disseminated information to the general public, such as:

Objectivity: Information must be substantively accurate, reliable, and unbiased, and should be presented in an accurate, clear, and complete manner.

Utility: The information should be useful, e.g., should provide value to its intended users. It should also be available to all persons in accordance with Section 508 of the Rehabilitation Act.

Integrity: The dissemination of information must be digitally protected from unauthorized access or revision to ensure that it is not compromised. Maintain the integrity of confidential information.

Department of Defense Policy:

DoD components are responsible for ensuring that disseminated information meets the set standards of quality, objectivity, utility and integrity. Components must provide an administrative mechanism to seek and obtain, if appropriate, corrections to the disseminated information not complying with the standards.

DISA Policy:

All Organizational Webmasters and Content Managers are responsible for ensuring that their web pages are reviewed according to the guidelines in Section 3.5 above. Reviewers will ensure that these materials meet the standards for quality, objectivity, utility and integrity. 

Organizational Webmasters and Content Managers, who receive complaints filed under Quality of Information Guidelines, or in accordance with Public Law 106-554, will refer these complaints for resolution to the DISA Office of Public Affairs DISAPAO@ncr.disa.mil.

4.0 DISA Publications

The Director of DISA has mandated that all numbered publications have a common look. All DISA numbered publications are to be posted in MS Word. Exceptions to this rule will be handled on a case-by-case basis through the Publications Officer. In addition, please read DISAI 210-20-2: Preparation & Processing of DISA Numbered Publications before beginning the rest of this section!

4.1. Naming Conventions: 

4.1.1 General Guidance.  All files that are submitted for posting to any DISA web site must follow the guidelines in section 3. Futhermore, all files must be accessable to users with disabilities and comply with the requirements in this handbook. 

4.1.2  File Names in DISA Official Numbered Publications.  The file name convention for Notices, Circulars, Instructions, and Policy letters are below. The first two leters in the filename stand for the type of publication. The remainder of the characters are the number of the publication without the dashes. If instructions are multiple chapters or sections, you will incorporate the chapter or section number after the publication number. 

The following table lists the convention for all DISA Official Numbered Publications using some examples:

	PUBLICATION
	CONVENTION

	DISA NOTICE 210-0-1
	dn21001.doc

	DISA NOTICE 210-0-1, enclosure 1
	dn21001_e1.doc

	DISA CIRCULAR 310-70-57
	dc3107057.doc

	DISA CIRCULAR 310-70-57, chapter 1
	dc3107057_c1.doc

	DISA INSTRUCTION 210-20-2 
	di210202.doc

	DISA INSTRUCTION 210-20-2
	di210202_c1.doc

	DIRECTORS POLICY LETTER 2003-2 
	dpl2003-2.doc


NOTE: If a Notice, Circular, Instruction or Policy letter contains multiple files, those files will be segregated into their own directory.

4.2. Scanning Tips and Procedures: 

If you have a publication for which you do not have an electronic copy, you may need to scan the document. As each organization's scanners are different, you will need to see your organizational webmaster for scanning tips and procedures specific to your scanning equipment. NOTE: Any scanned document must be made section 508 compliant before it is posted to any web server.

5.0 Appendix

Glossary of WWW Terms

Anchor -  a synonym for hyperlink

aiff -   a sound file format

Archie -   a method of searching for files on anonymous FTP servers

.au -   a sound file format 

Browser -   the World Wide Web client tool used to retrive information from the WWW. 

CERN -   The European Laboratory for Particle Physics. The originators of the HTTP and HTML concepts 

Client -   The software that allows users the ability to retrieve information from the Internet and World Wide Web. NCSA Mosaic is an example of client software. 

FAQ -   A file that contains Frequently Asked Questions and answers 

FTP -   File Transfer Protocol, a method of transferring files to and from remote computers 

GIF -   Graphics Interchange Format, an image file format 

Gopher -   a text based distributed information system developed at the University of Minnesota 

History List -   a  list of Document Titles and URLs Mosaic keeps in memory that represents the visited URLs during a given Mosaic session 

Home Page -   a top level document of a organization or a document that a user frequentlyvisits. By default Mosaic points to the Mosaic home page,however you can define anyone's home page as your home page. This document is usually displayed when you start a Mosaic session. 

Hotlist -   a user defined list of preferred URLs to a given World Wide Web document 

HTML -   HyperText Markup Language. The rules that govern the way we create documents so that can be read by a WWW Browser. Most documents that are displayed by Mosaic are HTML documents. These documents are characterized by the .html or .htm file extension. For example: homepage.html or homepage.htm 

HTTP -   HyperText Transport Protocol, the protocol used by the WWW servers 

Hyperlink -   a link in a given document to information within another document. These links are usually represented by highlighted words or images. The user also has the option to underline these hyperlinks. 

Hypermedia -   richly formatted documents containing a variety of information types, such as textual, image, movie, and audio. These information types are easily found through hyperlinks. 

In-line image -   a graphic image that is displayed with an html document. 

Internet -   an international computer network of networks that connect government, academic and business institutions. 

JPEG -   Joint Photographic Expert Group, a method of storing an image in digital format 

MIME -   Multiple Internet Mail Extensions, a method of identifying files such that the first packet of information received by a client, contains information about the type of file the server has sent. For example text, audio, movie, postscript, word document, etc.... 

MPEG -   Moving Pictures Experts Group, a method of storing movie files in digital format 

NCSA -   The National Center for Supercomputing Applications. NCSA is located at the University of Illinois in Urbana-Champaign, Illinois

Publicly Accessible Web Site - a web site which is made available to the general public without security or access controls. 

Protocol -   a planned method of exchanging data over the Internet 

RFC -   Request for Comments, there are the agreed upon standards with which all methods of communicating over the Internet are define 

Search Engine -   a tool used to search the Internet for particular subjects/topics.  Popular search engines include Yahoo, Web Crawler, Lycos, Infoseek, and HotBot. 

Server -   a computer that serves information and software to the Internet community 

SGML -   Standard Generalized Markup Language, is an International standard, a encoding scheme for creating textual information. HTML is a subset of SGML 

TCP/IP -   Transmission Control Protocol/Internet Protocol, a set of rules that establish the method with which data is transmitted over the Internet between two computers. 

Template – A template is a special type of document that you use to design a “locked” page layout. A template author designs the page layout, and creates regions in the template that are editable in documents that are based on a template. In a template, the designer controls which page elements a template user— such as writers, graphic artists, or other web developers— can edit.
TIFF -   Tag Image File Format, a file format used storing image files 

URL -   Uniform Resource Locator, the address to a source of information. The URL contains four distinct parts, the protocol type, the machine name, the directory path and the file name. For example: http://www.ncsa.uiuc.edu/SDG/Software/Mosaic/NCSAMosaicHome.html 

U of I -   The University of Illinois, an excellent University dedicated education, research and development. Home to NCSA and Mosaic 

Veronica -   Software that searches for filenames on Gopher servers 

WAIS -   Wide Area Information Server, a database 

World Wide Web = WWW = W3 = The Web -   A distributed HyperText-based information system conceived at CERN to provide its user community an easy way to access global information 

XBM -   X bit map, a simple image format. XBMs only appear in black and white and you will find them in-line in HTML documents.
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